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Energy systems 
Other

technological
systems

Energy system:  Systems comprising components related to 
the production, conversion, delivery and use of energy





Conceptualisation, analysis and 
characterisation of risk

• What is risk?  
• How to best describe risk? 
• How to treat uncertainties? 
• How to reflect knowledge in risk 

assessments? 
• How to assess uncertainties related to 

knowledge? 
• How to understand and deal with model 

uncertainty? 
• How to take into account potential surprises 

(black swans)? 

The discussion will also address some 
management and decision-making issues related 
to the use of risk assessment  

Applications 

Risk assessment
and management    

Foundation
Basic ideas, concepts and principles



Kahneman asserts 

that we have a 

basic lack of 

ability to treat 

small risks:  we 

either ignore them 

completely or give 

them too much 

weight. The main 

thesis put forward 

is that we grossly 

over-estimate 

small risks.  

Kahneman’s 

book 

«Thinking 

fast and 

slow» 



There were altogether 23 bombings between 
December 2001 and September 2004, which had 
caused a total of 236 fatalities. The number of daily 
bus riders in Israel was approximately 1.3 million at 
that time. 

For any traveler, the risks were tiny, 

but that was not how the public felt about it. People 
avoided buses as much as they could, and many 
travelers spent their time on the bus anxiously 
scanning their neighbors for packages or bulky 
clothes that might hide a bomb.



I knew that the risk

was truly negligible, and that any effect at 

all on my actions would assign an 

inordinately high “decision weight” to a 

minuscule probability. 



Risk 

Uncertainty is a main component of risk 



The risk 
concept

How to 
measure or 

describe this
concept



The risk 
concept

How to 
measure or 

describe this
concept

Meeting the need of the
decision situation

Risk 
assessment



• Risk is the possibility of an unfortunate occurrence
• Risk is the potential for realization of unwanted, negative 

consequences of an event 
• Risk is exposure to a proposition (e.g. the occurrence of a loss) of 

which one is uncertain
• Risk is the consequences of the activity and associated 

uncertainties 
• Risk is uncertainty about and severity of the consequences of an 

activity with respect to something that humans value 
• Risk is the deviation from a reference value and associated 

uncertainties 

Activity  Consequences
(events, outcomes) 

Glossary Society for Risk Analysis (SRA 2015)  www.sra.org/resources 

Often the consequences are 

seen in relation to some 

reference values (planned 

values, objectives, etc.)

Normally focus on negative, 

undesirable consequences 
Future

With respect to something 
that humans value



Activity Consequences

(events, outcomes) 

Severity

Values at stake 

The risk concept

• Related to some
values

• Related to objectives, 
planned values

• Positive and negative 



Activity Consequences C 

(events, outcomes) 

Uncertainty U

Risk 

Severity

Values at stake 

The risk concept



These

persons 

face risk

How big is 

the risk? 

Kjerag bolt 



http://upload.wikimedia.org/wikipedia/commons/1/18/StatfjordA(Jarvin1982).jpg
http://upload.wikimedia.org/wikipedia/commons/1/18/StatfjordA(Jarvin1982).jpg


How to describe or measure risk? 

Glossary examples: 
1) Expected consequences (damage, loss) 

2) The combination of magnitude/severity of consequences C and 
probability P

3) The triplet (C’,Q,K), where C’ is some specified consequences, Q a 
measure of uncertainty associated with C’ and K the background 
knowledge that supports C’ and Q

1) Expected
value
C X P

2) C and P 3) C’, Q, K 



Consequences
C of the
activity

Uncertainty U 
about C 

Real world Real world



Models 

Knowledge K

Data   Information 

Consequences
C of the
activity

Uncertainty
U about C 

Risk assessment and 
characterisation

Specified
consequences C’ 

Description or 
measure Q of

the
uncertainties

Risk description and  characterisation
(C’,Q,K), 

with related metrics, 
meeting the need of the decision situation

Real world Real 
world



Quantity of interests C’?  

• N1 = Number of events

• N2= Number of fatalities

• Pf = Frequentist probability of system failure

• λ = Expected number of system failures (relative 
to a frequentist probability distribution) 



Modelling
- to represent knowledge and generate knowledge

• Physical models (including logical models) and probability models 

• Φ(X)  = Π Xi

• U= ∫(1-Zs)ds

• Pf(Φ(X)  = 1) = Pf(X1=1) Pf(X2=1) 
• h = p1 p2

• Pf(Y=0) = e-λ

Selecting the proper models, verifying and validating models, cannot 
be seen isolated from the uncertainty assessments 



Assessing uncertainties

• What are we uncertain about?

• How should we represent or express this 
uncertainty? 

• Whose uncertainty are we reporting?  



Piper Alpha
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Frequency/probability

Number of 

fatalities



Frequentist 

probability 

Pf

Jugdmental/

knowledge-based, 

subjective 

probabilities P 

Probability

Variation Assessor’s 

expression of 

uncertainty – a 

degree of belief 



Knowledge-based (subjective, 
judgmental) probability

• P(A|K) = 0.1 

• The assessor compares his/her uncertainty (degree og

belief) about the occurrence of the event A with 

drawing a specific ball from an urn that contains 10 

balls (Kaplan and Garrick 1981, Lindley, 2000). 

K: background knowledge



Subjective probabilities

• The probability of the event A, P(A), equals 
the amount of money that the assigner would 
be willing to put on the table if he/she would 
receive a single unit of payment in the case 
that the event A were to occur, and nothing
otherwise …

Bruno de Finetti1930



Interval (imprecise) probability

• Event A

• [0.1, 0.5]  

• What does it mean ? 



Imprecise probabilities

• [0.26, 0.34] 

Following the uncertainty standard 
interpretation this means that the assigner 
states that his/her assigned degree of belief is 
greater than the urn chance of 0.26* and less 
than the urn chance of 0.34. The analyst is not 
willing to make any further judgments.

* The degree of belief of drawing one red ball out of an urn 
containing 100 balls where 26 are red and less than the urn 
chance of 0.34. 



Interval (imprecise) probability

• If it is given that a quantity y is in the interval 
[1,3], and 2 is the most likely value, and no 
more information is added

0 ≤ P(y ≤ 1.5) ≤ 0.5,  

0 ≤ P(y ≤ 2) ≤ 1.0 

0.5 ≤ P(y ≤ 2.5) ≤ 1.0



Judgment Q  Knowledge K 

Describing the uncertainty



Judgments Q Knowledge K 

Justified beliefs, 
assumptions:  risk 
associated with these.
Strength of knowledge SoK



Judgments Q Knowledge K 

Justified beliefs, 
assumptions:  risk 
associated with these.
Strength of knowledge SoK

Q= P
Q= [P1,P2]
Q = (P, SoK)
Q=([P1,P2,],SoK)



Judgments Q Knowledge K 

Justified beliefs, 
assumptions:  risk 
associated with these.
Strength of knowledge SoK

Q= P
Q= [P1,P2]
Q = (P, SoK)
Q=([P1,P2,],SoK)

Objectivity - Information value
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 The assumptions made are seen as very 
reasonable. 

 Much reliable data are available. 

 There is broad agreement/consensus among 
experts. 

 The phenomena involved are well understood

The knowledge is considered strong: 



Modelling error and uncertainty

Model error

e = g(X)-C’ 

g is model, and C’ the quantity of interest 

Uncertainty about this quantity = model 
uncertainty



• Risk  =  expected
loss/consequences ?  

Risk 

P X C
De Moivre 1711



x



• Events/scenarios  A,  consequences C,  
probabilities P 

Risk 

(C,P)

(A,C,P)

Probability p1

p2

p3

c1 c2 c3

Consequences

Kaplan, S. and Garrick, B.J. (1981) On the 
quantitative definition of risk. Risk Analysis 1, 
11-27.



1 2                 3                 4               5              6

1/6          1/6             1/6             1/6            1/6         1/6 



1 2                 3                 4               5              6

1/6          1/6             1/6             1/6            1/6         1/6 

Strong or weak basis for these probabilities
A surprising  outcome for this special die  (e.g. 100)



John offers you a game: throwing a 
die  

• ”1,2,3,4,5”: 6

• ”6”: -24

What is your risk?  



Risk

(C,P):

• 6     5/6              

• -24  1/6

Is based on an important assumption 
– the die is fair   



Assumption 1: …

Assumption 2: …

Assumption 3: …

Assumption 4: …

…

Assumption 50: The platform jacket structure will withstand 

a ship collision energy of 14 MJ

Assumption 51: There will be no hot work on the platform

Assumption 52: The work permit system is adhered to

Assumption 53: The reliability of the blowdown system is p

Assumption 54: There will be N crane lifts per year

…

Assumption 100: …

…

“Background knowledge”

Model: A very crude gas dispersion model is applied



Main problems with the probability 
based approach 

45

3
Surprises occur

1
Assumptions can conceal
important aspects of risk 

and uncertainties

2
The probabilities

can be the same but
the knowledge they
are built on strong

or weak



Probability-based
Historical data   

Knowledge 
dimension
Surprises 

Risk perspective  

The challenge:    How? 

Conceptualization, assessment and 
management

+



Analysts Decision-makers  

Present conditional
risk given K  

What about risk 
aspects
concealed in K ?   



Risk management implications

Risk analysis
Robustness, resilience, 

cautious policies … 



Risk acceptance criteria

• ------ P =1 x 10-4

Should be 

used with

care !



Was this a Black Swan? 



Black Swan

A surprising, extreme event relative 

to present knowledge/beliefs 

Aven (2013) On the 

meaning of a black swan in 

a risk context. Safety 

Science, 57, 44-51



A surprise for 
some

Not a 
surprise 

for 
others

Unknown 

knowns



Was this a Black 

Swan? 



Black Swan 

I. Outlier as it lies outside the realm of regular expectations,  because 
nothing in the past can convincingly point to its possibility. 

II. Extreme impact.
III. In spite of its outlier status, human nature makes us concoct 

explanations for its occurrence after the fact, making it explainable 
and predictable.



Black swans 

Extreme consequences 

a) Unknown
unknowns

b) Unknown
knowns

c) Known but not 

believed to occur

because of low

judged probability



Was this a Black 

Swan?



Was this a Black 

Swan?



The Deepwater Horizon accident  

 Erroneous assessments of pressure test results

 Failure to identify formation fluid penetrating the well 
despite log data showing that this was happening

 The diverter system was unable to divert gas

 The cutting valve (blind shear ram – BSR) in the BOP   
failed to seal the well

http://www.ptil.no/nyheter/deepwater-horizon-ulykken-vurderinger-

og-anbefalinger-for-norsk-petroleumsvirksomhet-article7889-

24.html
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Black swans

How to 
meet this
risk ?

Knowledge 

Extreme consequences

a) Unknown
unknowns

b) Unknown
knowns

c) Known but not 

believed to occur

because of low

judged probability



The risk experts must 

be better to show this risk picture

Risk is more than expected values and probabilities



Check list risk assessments

 Assumptions, risk related to deviations 

 Strength of knowledge 

 Unknown knowns

 Validity of judgments of negligible probability 

Management review and judgment 

Analysis 
Management 

review
Decision



Probability-based
Historical data   

Knowledge 
dimension
Surprises 

Risk perspective  

The challenge:    How? 

Conceptualization, assessment and 
management

+



Approaches

• Adequate concepts and frameworks

• Improved risk assessments

• «Reading the landscape» (signals and 
warnings) 

• Robustness, resilience, cautionary measures, 
…



More implications



ALARP

• Risk shall be reduced to a level that is As Low
As Reasonably Practicable (ALARP)

• ”Gross disproportion”

Costs
Benefits

A risk reducing 

measure should be 

implemented 

provided it cannot 

be demonstrated 

that the costs are 

grossly 

disproportionate 

relative to the gains 

obtained

The burden of proof is 

reversed. 



Cost-benefit/-effectiveness analysis

is not adequate for verifying ALARP

Risk is more than

expected values



Weight given to E

Take risk  

Reduce the risks 

and uncertainties

Cautionary-precautionary E[NPV], cost-benefit analyses   ALARP 

Balance  

Development and protection 

Risk acceptance criteria 

E: Expected value 



Implementing ALARP 

Crude analysis Implement 

measure 

Low cost 

High costs 

More detailed

analysis

ENPV > 0
Implement 

measure ICAF < x

Assessment of

uncertainties …

Check list 

Implement 

measure 

Aven and Vinnem 2007 



Risk management implications

Risk analysis
Robustness, resilience, 

cautious policies … 
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